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Abstract

Extended Berkeley Packet Filter (eBPF) has become a key
technology for low-overhead observability in Linux-based
systems, enabling secure, dynamic and programmable trac-
ing of kernel subsystems. However, when applied to inten-
sive storage I/O workloads, the actual performance impact of
eBPF tracing and the related cost of its internal components
remain insufficiently characterized. In this paper, we present
a component-level analysis of eBPF-based I/O tracing, focus-
ing on the I/O execution path and proposing a decomposition
of the tracing pipeline into its main cost factors. To quantify
the cost of each stage, we introduce a controlled experimental
framework that incrementally enables tracing components to
isolate their individual overhead. Our results show that eBPF
tracing overhead is highly workload-dependent, reaching up
to 41% under small I/O requests with high concurrency. A
component-level analysis identifies userspace event retrieval
and probe triggering as the primary bottlenecks, responsible
for up to 24% and 11% of the overall overhead, respectively.

CCS Concepts: - Software and its engineering — Main-
taining software; Software maintenance tools; « Infor-
mation systems — Cloud based storage.

Keywords: eBPF, Storage 1/0, Linux Kernel Tracing, Perfor-
mance Overhead, BCC, IOTracer.
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1 Introduction

Modern applications such as HPC, large-scale data analyt-
ics, and AI workloads increasingly rely on data-intensive
pipelines and generate massive volumes of storage I/Os. As
storage systems evolve in complexity, diagnosing perfor-
mance anomalies and identifying runtime bottlenecks be-
comes a difficult and time-consuming task [18].

Tracing is an effective approach for analyzing storage per-
formance [23]. By instrumenting critical points of the soft-
ware stack, tracing enables the collection of fine-grained run-
time information that can be leveraged to understand system
behavior, identify performance bottlenecks, and character-
ize interactions between applications, the operating system,
and storage hardware. Reducing the overhead introduced by
tracing code is critical for several reasons. High-overhead
tracers can overload the system by consuming CPU cycles,
memory, or I/O bandwidth, which may in turn disturb the be-
havior of the monitored application and distort the measured
performance metrics.

Among Linux tracing technologies [1-3, 8, 15, 22], ex-
tended Berkeley Packet Filter (eBPF) has gained significant
adoption due to its flexibility and low deployment cost [10,
13, 18]. eBPF enables safe and dynamic kernel instrumenta-
tion without requiring kernel recompilation or the insertion
of custom kernel modules. It provides access to multiple lay-
ers of the Linux I/O stack, ranging from system calls and
virtual file system (VFS) operations to block I/O, making
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it a powerful tool for observability, debugging, and perfor-
mance monitoring [19]. Despite its popularity, the perfor-
mance impact of eBPF tracing on high-throughput storage
workloads remains insufficiently characterized. In particular,
eBPF tracing relies on a multi-stage pipeline, including event
triggering, in-kernel data collection, filtering, buffering, and
eventual delivery to user space. Each stage may contribute
differently to the overall overhead depending on workload
characteristics such as request size, concurrency level, and
event rate.

Several recent studies have investigated the eBPF ecosys-
tem, including efforts to reduce tracing overhead as well as
challenges related to usability, correctness, and security [6,
7,17, 21, 24, 26]. However, the performance impact of eBPF
tracing under high-throughput storage I/O workloads, and
the relative cost of its internal components, remain insuffi-
ciently characterized.

In this work, we first propose a decomposition of the
eBPF tracing pipeline into its main stages, including probe
triggering, event filtering, ring buffer reservation, event con-
struction, event committing, and user-space event retrieval.
We then conduct a component-level experimental analysis
to quantify the overhead induced by each stage when mon-
itoring storage I/O workloads. We generate controlled I/0
workloads using a user-level benchmarking tool (FIO), ex-
ploring multiple configurations in terms of request sizes
and parallel job counts. Experiments are conducted on two
storage backends: a Samsung SSD mSATA formatted with
the ext4 file system, and a RAM Disk mounted on /tmp to
represent an ultra-fast storage medium. A baseline execu-
tion without tracing is first established, after which eBPF
tracing components are progressively enabled to isolate and
measure their individual contributions.

The experimental results show that eBPF overhead is
strongly workload-dependent and varies significantly with
workload intensity, I/O size, and the underlying storage
medium (SSD or RAM disk). Across all tested configura-
tions, the throughput degradation ranges from negligible
values (around 1-2%) for large I/O requests to severe penal-
ties under small I/O sizes and high concurrency, reaching up
to 38% on SSD and 41% on RAM disk. The component-level
analysis further highlights that the most overhead-sensitive
stages are probe triggering and, more critically, event retriev-
ing (trace delivery to userspace), while event filtering, event
building, and event committing contribute only marginally
to the overall cost (typically below 5%). Overall, these results
confirm that eBPF tracing overhead is primarily driven by
high event rates, and that specific pipeline stages become
dominant bottlenecks when tracing fine-grained I/O activ-
ity on high-performance storage devices. Based on these
findings, we provide practical guidelines to reduce the intru-
siveness of eBPF tracers.

The remainder of the paper is organized as follows. Sec-
tion 2 describes the eBPF tracing architecture and details
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the role of each pipeline component. Section 3 presents the
evaluation methodology and discusses the results. Section 4
summarizes the main findings and provides practical guide-
lines to reduce tracing intrusiveness. Section 5 discusses
related work. Finally, Section 6 concludes the paper and out-
lines future research directions.

2 Ebpf Tracing Architecture and
Component Roles

In this section, we first present the internal architecture of the
eBPF framework, highlighting the role of each component
and its main configuration parameters. Then, we decompose
the tracing pipeline into a sequence of stages, describing the
contribution of each stage to the overall tracing process.

2.1 Background: Internal Ebpf Architecture

Figure 1 provides a comprehensive view of the internal archi-
tecture of the eBPF framework and illustrates the interaction
between userspace applications and kernel eBPF programs
through the BCC front-end.

2.1.1 eBPF Program Development. Traditionally, writ-
ing eBPF programs required manually implementing tracing
logic in eBPF assembly and using the kernel bpf_asm assem-
bler, which was error-prone and limited programmability.
With the introduction of the BPF Compiler Collection (BCC),
developers can now write kernel-side probe handlers in C
and manage the tracing workflow from userspace scripts
(commonly in Python or Lua), covering the full application
lifecycle including probe activation, event retrieval, and post-
processing of collected data.

2.1.2 Compilation and Loading. The kernel-side tracing
logic written in C is compiled into BPF bytecode using the
LLVM Clang compiler. The bytecode is then loaded into the
Linux kernel via the bpf () system call [5]. During loading,

BCC
BPF Syscalls
Userspace ——&—4
Kernel Y V VvV V
eBPF
Key-value Map
P BPF Virtual
D @ Machine
Ring o
buffer % 64-bits Registers

Static Tracing Dynamic Tracing

Kprobes

Tracepoints

Figure 1. The eBPF internal architecture.
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the eBPF verifier ensures program safety by checking for
unbounded loops, invalid memory accesses, or unsafe ker-
nel operations. After verification, the bytecode is translated
into native machine instructions by the kernel JIT compiler,
improving execution efficiency and reducing interpretation
overhead [14].

2.1.3 Probe Activation and Execution. Once loaded,
eBPF programs are attached to kernel execution points using
dynamic probes or static tracepoints via helper functions
such as bpf_attach_x. Probe activation occurs at runtime,
typically through ioctl() system call, allowing flexible in-
strumentation without kernel recompilation. When a traced
kernel function executes, the attached eBPF handler runs in
the kernel context under strict execution constraints (limited
stack, restricted instruction set, 10 registers). Helper func-
tions allow controlled access to kernel resources, persistent
state updates, and writing of trace records.

2.1.4 Data Storage and Retrieval. The output of eBPF
programs is stored in two main kernel-resident structures:

e Ring buffer: holds tracing events for high-throughput
asynchronous communication with userspace.

e eBPF maps: store statistical data such as counters,
histograms, or latency distributions.

Userspace retrieves data via two mechanisms: consum-
ing events from the ring buffer or accessing map contents
through the bpf () syscall. These retrieval mechanisms repre-
sent a major configuration point, since user-space consump-
tion speed directly impacts tracing performance, and may
lead to event drops when the ring buffer becomes saturated.

In the following section, we decompose the tracing pipeline
into several stages, highlighting their functional contribu-
tions to the tracing process.

2.2 Tracing Pipeline Decomposition

In this work, we consider the tracing pipeline as a sequen-
tial process composed of six main stages: probe triggering,
event filtering, memory-space reservation, event building,
event committing, and event retrieving. This decomposition
is motivated by the fact that eBPF overhead is not caused by
a single mechanism, but rather results from the accumula-
tion of multiple operations executed along the critical path
of the traced workload. Therefore, quantifying the contri-
bution of each stage is essential to identify the dominant
sources of intrusiveness and to better understand why cer-
tain workloads experience higher performance degradation
than others. Each stage is evaluated independently by incre-
mentally enabling or disabling specific tracing components.

2.2.1 Probe Triggering. The first stage corresponds to
the triggering of the probe itself. When an instrumented ker-
nel function is reached, the CPU execution flow is redirected
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to the probe handler, and the eBPF program execution con-
text is initialized. This stage is entirely independent of the
tracing logic and occurs even if the probe handler performs
no processing. In order to isolate this overhead, the probe
handler is configured as a minimal program that immedi-
ately returns without accessing any kernel structure, map,
or buffer. This setup makes it possible to measure the pure
overhead induced by probe triggering, including context
switching to the eBPF execution engine.

2.2.2 Event Filtering. The second stage corresponds to
the execution of filtering conditions within the probe han-
dler. Filtering is commonly used in eBPF tracers, and it is
executed every time the probe is triggered to reduce the
number of traced events and avoid collecting irrelevant infor-
mation. In our case, we apply a PID-based filtering condition
that checks whether the current process corresponds to the
traced workload. This configuration measures the combined
cost of probe triggering and filtering execution. Since probe
triggering is measured separately, the additional overhead
introduced by filtering can be isolated by subtraction.

2.2.3 Memory-space Reservation. Once an event is con-
sidered relevant, the tracer must allocate a memory region to
store it before writing the payload. With modern Linux ker-
nels and BCC-based tracers, this is typically performed using
the ring buffer reservation API (bpf_ringbuf_reserve()).
This stage allocates a contiguous memory slot in the ring
buffer for the event and prepares the kernel-side metadata re-
quired for committing the record. To evaluate this overhead
independently, we configure the probe handler to perform
filtering and then reserve space in the ring buffer, but return
immediately without writing any event data. This enables
us to quantify the additional overhead induced by memory
reservation, isolated from subsequent stages.

2.2.4 Event Building. Event building refers to the con-
struction of the trace record, i.e., collecting and preparing
the event payload fields. This includes accessing kernel struc-
tures and extracting I/O metadata required for post-processing.
In our evaluation, we consider a single realistic event struc-
ture, denoted Event_building, which contains the following
fields: timestamp, LBA, size, level, PID, TID, inode (48 bytes
total). This event format reflects a practical storage I/O trac-
ing scenario where multiple attributes are required for per-
formance diagnosis [18]. To isolate the overhead of event
building, PID filtering is kept enabled to restrict tracing to
the target workload. However, ring buffer reservation and
submission are disabled in this stage, so that the probe han-
dler only constructs the event without storing it in the Ring
buffer. This configuration allows quantifying the overhead
of event data extraction and preparation independently from
memory allocation and kernel-to-user communication.

2.2.5 Event Committing. After the event payload has
been built and the reserved memory slot has been filled, the
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record must be committed into the ring buffer. This step is
performed using bpf_ringbuf_submit () API, which makes
the event visible to the userspace consumer. Event commit-
ting finalizes the record and updates the ring buffer internal
state. To measure this overhead, we enable event reservation
and submission, while disabling userspace retrieval. This
configuration ensures that events are committed in the ring
buffer, but are not consumed, allowing us to isolate the over-
head of committing operations. The additional cost of this
stage is obtained by subtracting the overheads of previous
stages.

2.2.6 Event Retrieving. The final stage corresponds to
the retrieval of committed events from the ring buffer into
userspace. This includes waking up the user-space consumer
thread, copying event data from kernel memory to user mem-
ory, decoding raw structures, and optionally formatting or
writing events to disk. In practice, this stage can dominate
the overall overhead when the event rate becomes very high,
since it involves kernel-to-user transitions and user-space
processing costs. Unlike kernel-side stages, event retriev-
ing overhead cannot be measured in strict isolation, since it
depends on the implementation strategy of the user-space
program. However, since all kernel-side stages are quanti-
fied independently, the remaining overhead observed in the
end-to-end tracing configuration primarily reflects the cost
of event retrieval and userspace event processing.

Overall, this decomposition provides a structured method-
ology for analyzing the intrusiveness of eBPF tracing and
enables identifying the most overhead-sensitive mechanisms
under high-throughput workloads.

3 Measuring the Intrusiveness of Each Ebpf
Component

In this section, we experimentally evaluate the overhead in-
duced by each tracing stage defined in Section 2.2. Our objec-
tive is to quantify the intrusiveness of each stage separately
and identify the most overhead-sensitive components under
high-throughput storage workloads. We first describe the
experimental platform and benchmark setup, then present
and discuss the obtained results.

3.1 Experimental Platform and Setup

To assess the intrusiveness of eBPF tracing, we rely on con-
trolled micro-benchmarks generated using FIO [4]. The trac-
ing process is performed using I0Tracer [18], an eBPF-based
storage tracing tool. In our experiments, we activate only
two probes, vfs_read and vfs_write, in order to trace read
and write operations at the VFS level.

The benchmark is configured to generate a mixed read/write
workload (50% read, 50% write) using the sync I/O engine. To
evaluate the scalability of the tracing pipeline under different
workload intensities, we vary the following parameters:
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e Concurrency: We use 1, 8, and 16 concurrent jobs
to emulate increasing levels of contention and event
generation rates.

e I/0 block size: We test 4KB, 64KB, and 256 KB re-
quest sizes. This range covers both IOPS-intensive
workloads (small blocks) and throughput-oriented work-
loads (large blocks).

In addition, to study the impact of both the number and
the location of probes on tracing overhead, we considered
two complementary scenarios. For this additional study, we
fix the workload configuration to 8 concurrent jobs and an
I/O request size of 64 KB in order to maintain a stable and
representative event generation rate while isolating the effect
of the tracing configuration.

e Case 1 - Multi-level Tracing: We placed probes at dif-
ferent levels of the I/O stack along the same execution
path, ensuring that all probes are triggered for each
I/0 request. We evaluated configurations with 2, 4,
and 8 probes distributed across different I/O layers,
including the VFS, filesystem, page cache, and block
layer. Each layer contributes two probes in the 8-probe
configuration. For the 4-probe setup, probes are placed
at the VFS and filesystem levels, while in the 2-probe
configuration, only VFS-level probes were used.

e Case 2 - VFS-Only Tracing: We evaluate the impact of
the presence of probes independently from their acti-
vation. In this scenario, all probes were placed at the
same level (VES), but only a subset of them is effectively
triggered by the workload. More specifically, we con-
figured 2, 4, and 8 probes at the VFS level, while only
two probes (vfs_read and vfs_write) are actively
triggered. The remaining probes correspond to oper-
ations not used by the FIO workload (e.g., symbolic
link creation or directory operations), and therefore
remain idle. This setup allows to isolate the effect of
probe activation frequency from the simple presence
of probes in the tracing system.

Each experiment is executed for 30 seconds, which pro-
vides stable measurements while keeping the tracing volume
manageable. Experiments are conducted on two storage back-
ends: a Samsung SSD mSATA formatted with the ext4 file
system, and a RAM Disk mounted on /tmp to represent an
ultra-fast storage medium.

To obtain reproducible and low-noise measurements, we
flush the page cache and disable swap before each run. For
each configuration (including the baseline and each tracing
stage), we perform three independent executions and report
the average results. We first establish a baseline without
tracing, then enable tracing incrementally according to the
stages defined in Section 2. This methodology allows us to
isolate and quantify the overhead induced by each internal
component.
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To quantify the performance impact of tracing, we collect
the following metrics:

e Throughput (MB/s): The sustained aggregate data
transfer rate. We compare the baseline throughput
against the traced throughput to compute throughput
degradation.

o Component-wise Overhead (%): The relative perfor-
mance cost introduced by each individual stage of the
tracing pipeline. This overhead is computed by pro-
gressively enabling tracing stages defined in Section 2
and measuring the resulting throughput degradation
at each step. For a given stage i, the overhead is defined
as:

Overhead; = u X 100

base
where T; denotes the throughput measured when stage

i is enabled, and T;_; corresponds to the throughput
measured at the previous stage.

e Event rate (events/s): The number of traced events
processed per second. This metric helps correlate per-
formance degradation with tracing intensity, espe-
cially under high concurrency and small I/O sizes.

To prevent event loss from affecting the measurements, the
ring buffer is configured with its maximum supported size
(1 GB). This ensures that throughput degradation is primarily
due to tracing overhead rather than trace drops caused by
buffer saturation.

All experiments were carried out on a Lenovo ThinkPad
T430 featuring an Intel Core i7-3520M processor clocked at
2.90 GHz (TurboBoost up to 3.60 GHz), with 2 physical cores
and 4 hardware threads, and 16 GB of RAM. The system is
equipped with a Samsung SSD mSATA (256 GB), hosting the
Linux installation on an ext4 partition. The experiments are
performed under Linux kernel 6.0.

3.2 Results

We first analyze the throughput degradation according to the
workload intensity and traced event volume. Then, we dis-
cuss the overhead contribution of each internal stage of the
eBPF tracing pipeline. Figure 2 summarizes the performance
evaluation of eBPF tracing on both the SSD and the RAM
Disk. Specifically, Figures 2(a) and (b) report the through-
put evolution under different workloads, Figures 2(c) and
(d) present the component-wise overhead breakdown across
tracing stages, while Figures 2(e) and (f) show the traced
event rate (events/s).

3.2.1 Throughput Degradation. The results show that
eBPF tracing overhead is strongly workload-dependent and
closely correlated with the intensity of traced events, which
is mainly driven by I/O block size and concurrency level.
For large I/O requests (256 KB), the tracing overhead re-
mains limited. On the SSD, the throughput degradation ranges
from only 2.24% (1 job) up to 8.45% (8 jobs), while on the RAM
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Disk it remains between 10.17% and 15.12%. This behavior
can be explained by the low event rate generated under large
I/O sizes: although the throughput is high, the number of
I/0 requests per second is relatively small, resulting in fewer
probe activations and fewer events delivered to user space.

In contrast, for small I/O requests (4 KB), the overhead
becomes significant. On the SSD, throughput degradation
reaches 37.06% with 8 jobs and 38.09% with 16 jobs. Similarly,
on the RAM Disk, overhead reaches 39.99% and 41.17% for 8
and 16 jobs, respectively. These configurations correspond
to IOPS-intensive workloads, where millions of I/O requests
are issued per second, generating an extremely high vol-
ume of traced events. In such conditions, the eBPF tracing
pipeline becomes CPU-bound and directly competes with
the workload for CPU cycles.

The 64 KB configurations exhibit intermediate behavior.
On the SSD, throughput degradation increases from 5.55%
(1 job) to 19.18% (16 jobs), while on the RAM Disk it varies
from 9.43% to 19.79%. These results confirm that the overhead
scales with concurrency, since higher job counts lead to a
higher request rate, increasing the number of probe triggers
and the pressure on the ring buffer retrieval mechanism.

A key observation is that the RAM Disk systematically
exhibits a higher overhead than the SSD for most configura-
tions. This can be attributed to the fact that the RAM Disk
provides a much faster storage backend, enabling higher
request completion rates and therefore higher traced event
rates. Consequently, tracing overhead becomes more visible
because the storage system itself is no longer the bottleneck,
and the tracing pipeline becomes the limiting factor.

3.2.2 Component-level Overhead Breakdown. In both
storage scenarios SSD and RAM Disk, the results show that
eBPF tracing overhead is primarily determined by the event
rate rather than absolute throughput. Workloads generating
high-frequency events (small I/O sizes and multiple con-
current jobs) incur substantial overhead, while large-block
workloads produce minimal performance impact. Across all
configurations, probe triggering and event retrieving domi-
nate the total overhead.

Probe triggering introduces a constant cost for each in-
strumented kernel function execution, including context ini-
tialization and execution of the JIT-compiled eBPF program.
In our experiments, it contributes up to 6.52% on SSD (1
job, 4KB) and 11.07% on RAM Disk (8 jobs, 4 KB), reflecting
that every I/O request pays this cost regardless of the probe
handler logic.

Event retrieving, corresponding to transferring committed
events from the ring buffer to user space, is the main bot-
tleneck. On SSD, it contributes 3.91-23.00%, while on RAM
Disk it goes up to 23.55% (16 jobs, 4KB), confirming that
high event rates stress kernel-to-user transfers.
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Figure 2. Performance evaluation of eBPF tracing on SSD vs RAM Disk.

Memory-space reservation generates a moderate cost,
peaking at 3.84% on SSD and 5.48% on RAM Disk under high-
frequency workloads. Event filtering and building impose
negligible overhead (<2%), and event committing remains
below 5% except in extreme scenarios (e.g., 4.61% on SSD, 16
jobs, 4KB).

Number of Probes | Overhead (%) | Events (Millions)
2 7.49 11.2
4 11.41 21.5
8 16.56 354

Table 1. Case 1: probes placed along the I/O critical path.

3.2.3 Impact of Probe Number and Location . Table 1
and Table 2 report the results for the multi-level and VFS-
only configurations, respectively, illustrating the relation-
ship between probe configuration (number and location),

Number of Probes | Overhead (%) | Events (Millions)
2 6.18 11.4
4 6.08 114
8 6.91 11.2

Table 2. Case 2: probes are placed at the same level, but only
a subset is triggered.

the volume of generated events, and the resulting tracing
overhead.

Case 1 — Multi-level Tracing. In this configuration,
probes are placed along the critical path of I/O operations,
such that all probes are triggered for each request. As the
number of probes increases, the number of generated events
grows proportionally, leading to higher tracing overhead.
The results reveal an approximately linear relationship be-
tween event volume and overhead, with about 1% of addi-
tional overhead incurred for every 2 million extra events.
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This behavior indicates that overhead scales linearly with
the rate of event generation.

Case 2 — VFS-only Tracing. This experiment aims to
evaluate whether the mere presence of probes affects the
tracer’s intrusiveness. To this end, additional probes are in-
serted but remain inactive during execution. Consequently,
although the total number of probes increases, the number
of generated events remains unchanged at approximately
11.2M. The observed overhead remains stable at about 6.5%,
indicating that intrusiveness is primarily governed by probe
activation frequency rather than by the total number of
probes.

Discussion. Overall, these results indicate that the impact
of probe location within the I/O stack is secondary compared
to the effect of event generation. While Case 1 may suggest
that overhead increases with the number of probes, a more
detailed analysis reveals that it is in fact strongly correlated
with the total number of processed events. This observation
reinforces the existence of an approximately linear relation-
ship between event volume and overhead. Taken together,
these findings demonstrate that tracing overhead is primarily
driven by the event processing rate, defined as the frequency
at which probes are triggered and events are handled, rather
than by the absolute number of probes or their precise loca-
tion within the I/O stack.

4 Takeaways and Practical Guidelines

Based on our experimental observations, we highlight the
following key takeaways:

(1) Tracing overhead is primarily event-rate depen-
dent. Workloads with small I/O sizes and high concurrency
generate a very large number of events per second, which
amplifies the cost of every pipeline stage, even those with
marginal per-event overhead.

(2) Probe triggering overhead is unavoidable and af-
fects all calls. Once a probe is attached, every execution of
the instrumented kernel function incurs a redirection cost,
even if minimal filtering is applied. Therefore, tracing highly
frequent kernel functions should be avoided unless strictly
necessary.

(3) Kernel-to-user event delivery is a major bottle-
neck. The event retrieving stage becomes dominant under
high-IOPS workloads due to frequent wakeups, polling over-
head, and context switching. This makes user-space con-
sumption capacity a key scalability limitation.

(4) Filtering and event construction have limited
impact compared to delivery. PID filtering and log con-
struction represent only a minor fraction of the total over-
head in most configurations, suggesting that optimization
efforts should prioritize delivery mechanisms rather than
lightweight in-kernel computations.

(5) Storage type influences the perceived overhead.
RAM Disk experiments exhibit higher absolute throughput
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and event rates, making tracing overhead more pronounced
than on SSD. This indicates that faster storage media can
expose tracing limitations more clearly.

From these takeaways, we derive several practical guide-
lines to reduce tracer intrusiveness. First, the number of
active probes should be reduced, especially those attached to
high-frequency execution paths, by favoring selective instru-
mentation and enabling probes only when needed. Second,
sampling or event aggregation strategies should be adopted
to limit the volume of traced events, particularly under high
concurrency. Third, event delivery mechanisms should be
optimized by tuning ring buffer parameters, reducing user-
space wakeups, and avoiding excessive polling frequency. In
addition, unnecessary metadata collection should be mini-
mized, since large event payloads increase memory pressure
and transfer overhead. Finally, tracing configurations should
be adapted to workload intensity by restricting tracing scope
for high-IOPS workloads and enabling detailed tracing only
during short diagnostic windows.

5 Related Work

Several recent studies have investigated the eBPF ecosys-
tem from different perspectives, including tracing overhead
mitigation, program optimization, usability challenges, and
runtime correctness. For instance, Craun et al. [6] proposed
a copy-on-write kernel view mechanism to eliminate trac-
ing overhead for untraced processes, at the cost of addi-
tional memory usage. Other works explored optimization
techniques such as superoptimization to reduce eBPF execu-
tion overhead [16], as well as alternative runtime environ-
ments aiming to reduce context-switch costs [9]. Lightweight
monitoring approaches have also demonstrated that kernel-
resident data structures can provide accurate metrics with
limited overhead [25].

Beyond performance aspects, the complexity of devel-
oping and operating eBPF applications has been studied
through empirical analyses [7]. In parallel, correctness and
security issues of the eBPF verifier and runtime have been
addressed through enhanced verification and fuzzing-based
approaches [17, 26], as well as foundation-driven efforts to
improve verifier safety guarantees [11, 12].

Recent work has also investigated the impact of front-end
tools and libraries on eBPF-based tracing. In particular, au-
thors in [20] conduct a comparative study of several widely
used eBPF libraries (e.g., bpftrace, BCC, libbpf), evaluating
their performance, resource usage, and data collection fi-
delity under different storage I/O workloads. Their results
highlight important trade-offs across these frontends and
stress the importance of considering quantitative perfor-
mance metrics when selecting an eBPF-based solution.

While these works provide valuable insights into the per-
formance and reliability of the eBPF ecosystem, they do not
provide a detailed characterization of the overhead induced
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by each internal stage of the eBPF tracing pipeline under
high-throughput storage I/0 workloads. Our work fills this
gap through a component-level breakdown and systematic
experimental evaluation. To the best of our knowledge, no
prior work provides a fine-grained breakdown of the eBPF
tracing overhead at the level of its internal execution stages.

6 Conclusion

This work presented a component-level analysis of eBPF trac-
ing overhead for storage I/0 workloads. Our results show
that overhead is highly workload-dependent and is mainly
driven by probe triggering and kernel-to-user event retrieval,
while filtering, event construction, and committing remain
marginal (typically below 5%). Under small I/O sizes and high
concurrency, total overhead can reach up to 41%, whereas
large block sizes exhibit significantly lower impact, making
eBPF tracing more suitable for throughput-oriented work-
loads. For future work, we plan to extend this analysis to
real-world applications (e.g., Big Data, Cloud/HPC, and Al
workloads), evaluate additional metrics such as I/O latency
and CPU utilization, and assess eBPF tracing across heteroge-
neous platforms ranging from high-end servers to low-power
devices.
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